


which a node is connected by wire to it nearest neighbors.
In such networks, the most likely cause for link failure arises
from collisions between packets in the medium.

The second source of dropouts occurs because overload
management policies require nodes to purposefully drop pack-
ets to prevent network congestion. In particular, the net-
work allocates a portion of its available throughput to each
node. Each node then selectively drops packets to stay
within this throughput allocation. Previous work in over-
load management [9] has focused on the use of heuristic
policies such as the (m, k)-firm guarantee rule. This paper
provides an alternative approach to overload management
that has provable guarantees on the attainable level of ap-
plication performance.

In this paper, “application performance” refers to the per-
formance delivered by a spatially distributed control system.
Figure 2 illustrates a control system that consists of a con-
troller K(z) and plant G(z) that are connected in a feedback
loop. In our case, the feedback loop is implemented over a
communication network. The input to the control system
is a signal, w, that represents either an exogeneous noise or
disturbance that is exciting the plant. The controller K(z)
minimizes the impact that this disturbance w has on the
system’s output, y. In particular, we seek to minimize the
power in this output signal, y. We sometimes refer to this
as a generalized requlator problem.
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Figure 2: Generalized Regulator over a Network

The control system shown in Figure 2 is an abstract model
of the physical system shown in Figure 1. For the physical
system, the plant is the structure consisting of masses and
springs. The controller is implemented in the embedded pro-
cessors generating the input signals driving the individual
masses. The network is the communication channel between
the embedded processors. Essentially we can view this as an
acoustic vibration suppression problem. The external signal
w is a noise source that is exciting the physical structure.
The embedded processors measure the resulting vibration
in the structure and use these measurements to generate a
control that tries to reduce that vibration. So the measure
of this control system’s performance is the average power in
the physical structure’s state signal.

This paper examines the impact that communication net-
work Quality-of-Service (as measured by feedback measure-
ment throughput) has on the control system’s performance
(as measured by the power in the structure’s vibration). In

particular, traditional control system design assumes that
feedback measurements are being received by the controller
at regular time intervals. Requiring that all feedback mea-
surements are successfully transmitted over the network re-
sults in a hard real-time control system. Meeting hard real-
time deadlines is extremely difficult in communication net-
works where several embedded processors share the same
communication channel. This paper breaks the tyranny of
periodic hard real-time scheduling by asking and answering
the following questions. Can we characterize the control sys-
tem’s performance as a function of the average throughput
rate? Is it possible to distribute dropped feedback measure-
ments in a way that has the least impact on application
(control system) performance? The answer to both ques-
tions is in the affirmative and this paper shows how those
answers apply in sensor-actuator networks used to control
the spatially distributed system shown in Figure 1.

The remainder of this paper is organized as follows. Sec-
tion 2 presents the spatially distributed system studied in
this paper. Section 3 discusses prior work relating control
system performance and data dropouts. This prior work
only pertains to single control loops, so section 4 extends
that work to the spatially distributed system in figure 1.
Section 5 uses these results to formulate an ”optimal” over-
load management policy and the behavior of this policy is
demonstrated on a simulation of a 27-node structure. Final
remarks are found in section 6. The theorems’ proofs will
be found in section 7.

2. SPATIALLY DISTRIBUTED CONTROL
SYSTEM

This paper confines its attention to the spatially distributed
system shown in Figure 1. We first assume that the continuous-
state dynamics of the system have been discretized in time.
So we let xpn, n, denote the state of the noth node at time
instant n1. The state x is a 2-vector characterizing the posi-
tion and velocity of the node with respect to its equilibrium
position. The discrete state satisfies the following recursive
equations,

Tnitine = ATpiny + B(Tnyno—1 + Tnynot1)
+F(Uny,np + Wny,no)
Zning = CZngng (1)

for n1 > 0 and any n2. zn;,n, is an output signal that is used
to characterize overall system performance. A, B, C' and F’
are appropriately dimensioned real-valued matrices. There
are two inputs to this equation; the disturbance wy, n, and
the control %n, n,. The disturbance is a zero-mean white
noise process in both time and space. The control input is
computed by the embedded processor.

The examples in this paper confine their attention to 1-
dimensional structures in which there is only a single spatial-
variable, na. Note that this work may be easily extended to
2-d chains through the introduction of an additional spatial
variable. Detailed models for such systems will be found [2]

Each node has a processor attached to it. The processor
measures the node’s local state x, n, and it transmits this
information to its neighbors upon request. We assume that
the nodes are synchronized in time and that in each sam-
pling interval the node decides whether or not to access its
neighbor’s state. This means that a node first "requests”
that its neighbors send data to it and then the processor



computes its control input un, n, upon receiving this data.
If neighboring state information has been received, then the
control input is computed according to the following equa-
tion,

Uny,ng = KOmnl,nQ + Kl(xnl,nzfl + xnl,n2+1) (2)

where Ko and K, represent control gain matrices that have
been chosen by the control engineer. Since our network may
occasionally drop packets, the processor needs to use a dif-
ferent control signal if the neighboring state data is not re-
ceived. In this case, the processor simply sets wn, ,n, = 0.

Data will always be dropped by the network for two rea-
sons. The first reason is that the medium is unreliable. A
transmitted packet has a finite probability f of being lost
due to link failure. This probability is assumed to be sta-
tistically independent from the state of the packet’s source.
Dropouts will also occur because a node explicitly decides
NOT to request neighboring state measurements. This oc-
curs because an overload management policy requires nodes
to drop a certain percentage of packets when the network is
congested. In particular, the network allocates a specified
amount of its throughput to each node which we character-
ized as a lower bound, €4, on the node’s actual dropout rate.
The size of €4 depends on the amount of network congestion.
Overload management through packet dropping clearly has
an adverse impact on overall application performance. This
is particularly true for hard real-time feedback control sys-
tems. This paper determines an overload management pol-
icy that is "optimal” in that it maximizes application (con-
trol system) performance while ensuring the dropout rate
does not drop below &g4.

Because dropouts cause us to switch between two different
control laws, the system’s state space model takes the form
of a jump linear system [7]. In particular, let’s define a
dropout process that is denoted as dn,,n,. It is a binary
random process in which dy, n, = 1 if a dropout occurs and
is zero otherwise. Under the dropout process, our system
equations take the form,

Tpyt1ny = Anyno®ogng + Bayng (Tngng—1 +
Ty na+1) + FWng n,
Znimg = CZngng (3)

where An, .n, and Bp, n, are matrix valued random pro-
cesses such that

Ao = A+ FKy if no dropouts occur

(i.€.,dny e = 0)

A"l»’"ﬂ =

A=A if a dropout occurs
(i.e.ydnymg = 1)
Bo = B+ FK; if no dropouts occur
B ('i.e.,dnl,n2 =0)
2 By =B if a dropout occurs

(i.ecydny e = 1)

Application performance will be measured by the aver-
age power in the control system’s output signal. This is a
standard measure of performance for regulation problems.
In our case, we want to suppress the effect that the distur-
bance wp,,n, has on the system’s shape. In particular we
assume that w is a white noise process whose covariance
matrix is

R= E{wnl ,n2wz:1 ,ng}

The control objective is to minimize the noise power in the
node’s state. So a natural measure of application perfor-
mance is the average power, ||z||%, in the node’s output sig-
nal zn, n,. This power is usually written as

2|3 = TraceB{zn, ny2n, m, } = Trace [C’ﬁOCT}

where Py is the covariance matrix
Py =E{z zr ) (4)
0= ny1,n2lng ng

Note that throughout this paper we are assuming that all
nodes in the system are ”identical”, so that the above co-
variance matrix is independent of n; and n2. Our problem
is to find a way of evaluating Py as a function of the dropout
process, dn, ny-

Throughout this paper, the dropout process dn, n, will
be generated by an N-state Markov chain with states ¢1
through ¢y, transition probability matrix Q = [qi;]yy s
and stationary distribution = = [m1, 72, -+ ,7n]. Each node
of our system will instantiate a copy of this Markov chain.
The state of the Markov chain at node ns at time n; will be
denoted as gn,,n,. The Markov chain generates the dropout
process through the function A that maps each Markov state,
@i, onto either 0 or 1. The dropout process is then defined by
the equation dn, ,ny = h(gn,,ny). We can therefore see that
the matrix-valued processes Ay, n, and Bp, n, will take val-
ues based on the value of ¢y, n,. In particular, if gn, .n, = g,
then we’ll denote Ap, n, and Bn,,n, as A; and B;, respec-
tively.

3. PRIOR WORK

There is a small amount of work studying the effect of
dropouts on the performance of networked control systems.
Nearly all of this work has confined its attention to single
control loops, rather than the multiple coupled control loops
found in this paper’s application. Early work in [8] treated
the dropout process as a Markov chain and developed ad hoc
schemes for dealing with dropouts. In [12], the system with
dropouts was treated as an asynchronous switched system
and switched system analysis methods were used to assess
overall system stability. Much of the earlier work focused
on system stability. More recently, there have been papers
examining system performance as a function of the dropout
process. In [4], this was done for a simple networked control
system in which dropped measurements were replaced by
zeros. In [10], system performance was measured by its Hoo
gain and this gain was evaluated as a function of packet loss.
Similar results were obtained in [5] and [6] for networked
control systems in which the dropout process was modelled
as a Markov chain.

The results in [10] and [6] are of particular importance
to this paper because they provide formal relationships be-
tween system performance and dropout rates. This relation-
ship was used [6] to pose an optimization problem whose
solution (if it exists) is a dropout process maximizing con-
trol system performance (average output power) subject to
a lower bound on the average dropout rate. The top plot
in Figure 3 shows results from this prior work. This plot
compares the performance of the system under three differ-
ent stochastic dropout policies; optimal, i.i.d, and a ”soft”
(m, k)-firm guarantee rule [9] . In this example the system
is closed loop stable and open loop unstable (see [6] for de-
tails). The Figure plots the average output power as a func-



tion of the allowed transmission rate (i.e. 1 minus the aver-
age dropout rate). As the transmission rate decreases, the
average power increases (worse performance) and asymptot-
ically approaches infinity. The results show that an overload
management policy enforcing the optimal dropout process
performs better (lower average output signal power over a
wider range of dropout rates) than policies enforcing the i.i.d
or (m, k)-firm guarantee dropouts processes.

cost vs transmission rate for different dropout policies
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Figure 3: Performance of Various Overload Man-
agement Policies

The results in Figure 3 are particularly interesting because
the behavior of the optimal dropout process runs counter to
prevailing intuition. The bottom pictures in Figure 3 are
the state diagrams for the optimal and ”soft” (2, 3) dropout
processes. The state of each Markov chain is denoted as
dn, —1dn,, so that the state marked ”11” means that the last
two packets were dropped. Note that the optimal dropout
process requires that if a single dropout occurs, we must
immediately drop the second packet as well. The soft (2, 3)
rule, however, requires that only one packet be dropped in a
row. The results show that for this particular system, it is al-
ways better to drop two packets than one. This runs directly
counter to the prevailing wisdom embodied in the (m,k)-
firm guarantee rule. In the (m,k)-firm guarantee rule, we
require that m out of k£ consecutive packets get through
the network. Experimental results in [9] showed that over-
load management policies enforcing this rule perform well

on some specific examples. This prior work, however, pro-
vides little formal analysis to suggest that this is necessarily
the best policy to follow for all control systems. The re-
sults in figure 3 show that ”soft” variations on the (m, k)
heuristic may sometimes perform poorly and show that it is
indeed possible to derive overload management policies that
optimally utilize the throughput allocated to the controller.

Results of this type are clearly relevant to overload man-
agement, for they provide a systematic method by which
optimal management policies might be formulated. The re-
sults in [10] and [6], however, are not directly applicable to
the system shown in Figure 1 because that work only per-
tains to single control loop whose feedback is implemented
over a network. In systems controlled by sensor-actuator
networks, there are a large number of control loops that
are coupled through their environment. This is precisely
the situation encountered in Figure 1. In our system, every
node has an embedded processor that implements a local
controller. The controller’s actions are determined by the
neighboring node states and those states are in turn influ-
enced by the local controller through physical interactions
in the environment. If we are to develop optimal overload
management policies we will need to extend that prior work
to this particular class of spatially distributed systems.

4. PERFORMANCE OF
SPATIALLY DISTRIBUTED SYSTEMS

This section states two new results concerning the per-
formance of the distributed system in Figure 1. Theorem
4.1 characterizes the average output power Py for the dis-
tributed system without control (i.e., un,,n, = 0). Theorem
4.2 extends theorem 4.1 to the jump linear systems found
in equation 3. This section simply states the theorems and
comments on their significance. Formal proofs of the theo-
rems will be found in section 7.

The first theorem characterizes Py for a non-switching
spatially distributed control system. In particular, it states
that if the system is stable in the mean square sense (i.e.
E{z] ,.,%n, ny} < 00), then Py is obtained from the solu-
tion of an infinite system of linear equations.

THEOREM 4.1. Let xn, n, Satisfies equation 1 without con-
trol input (i.e., Uny ny = 0) where wn, n, 15 a zero mean
white noise process with covariance matriz R.

If E{xfl,w Tnyomg } < 00 (i.e. stability in the mean square
sense) , then Py (see Eq. 4) is obtained by solving the fol-
lowing system of equations.

Py = AP,A" +2BP,B” + A(P, + P, )BT (5)
+B(Py + P )AT + B(P2+ P3 )BT + R

P, = AP, AT + A(Py + Po)B” + B(Py + Po)A”
+B(P] + 2P, + P3)BT

Pr = APy A" + B(Py_o + 2Py + Py12)B”
+A(Fk+1 + Fk—l)BT + B(F}c+1 =+ Fk_l)AT

where the last equation applies for k > 2.

Remark: The assumption of stability is essential in this
theorem. This paper does not determine sufficient condi-
tions for the system to be stable in the mean-square sense,

but related results have been obtained in [5] for single net-
worked control loops. Similar stability conditions may be



applicable for this distributed systems, but we have not in-
cluded such results in this paper due to space limitations.

Equations 5 is an infinite system of equations in which
you must solve for the matrices Py for k = 0,...,00. Po
was defined in equation 4. The other matrices represent the
expectation

F}c = E{mn1»n2m£17n2—k} (6)

= =T

Pk = P—k

Note that because all nodes are identical, this system is shift
invariant with respect to both ni and ns. This is why we
can drop any explicit mention of n; and n2 in equation 6.

Remark: The infinite set of equations (Eq. 5) may be
solved numerically in a recursive manner. In particular, we
generate a sequence, {Px[L]}3%,, of matrices that converge
to the true Py as L goes to infinity. The recursion we used
is

PolL+1] = APO[L]A +2BPy[LIB" + R (7
+A(P:[L] + P, [L)")B" + B(P1[L]
+P1[ 1A + B(P2[L) + P2 [L]")B”
Pi[L+1] = APi[L]A" + A(P:[L] + Po[L])B"
+B(P2[L] + Po[L]) A"
+B(P] [L] + 2Po[L] + Ps[L))B”
PrlL+1] = APL[L)AT + A(Pry1[L] + Pr_1[L]BT

+B(Praa[L] + Pr_a[L)AT
+B(Pr—2[L] + 2Px[L] + Pi1o[ L) B”

where we let Po[0] = R and Px[0] = 0 for k # 0. The re-
cursion is terminated when || Po[L + 1] — Po[L]|| is less than
a specified error tolerance. This recursion is convergent for
this particular example. It is still an open question, how-
ever, under what general conditions the proposed recursion
is convergent.

We extend Theorem 4.1 to spatially-distributed systems
with dropouts. Such systems are modelled as jump linear
systems characterized by equation 3. This theorem provides
an infinite set of equations that can be used to solve for the
covariance matrix,

Py = E{xnhng le,nz}

Once again because of spatial shift-invariance, Py is inde-
pendent of ny. The proof for this theorem will be found in
section 7.

THEOREM 4.2. Let wn, n, be a zero-mean white noise pro-
cess with covariance R. Let Xn, n, satisfy the jump linear
system equation given in equations 3 which is driven by a
Markov chain with transition matriz Q = [qi;] y y With sta-
tionary distribution ™ = |71, 72, -+, TN].

If BE{z}, ., %0, ny} < 00 (i.e. mean square stability)
then

N P
= T 1,1
Po = E{mnl,nzxnhng} = E P

i=1

where Fé’i satisfy the following infinite set of equations.
Py’ = AiSYAT + mBi(2Sy + Sy + S7,) BT (8)
+A:i(SP + S"))BY + Bi(Syt + S AT + mR
P = Bi(P" + 7Sy 4+ mim; Sy + S )BT
+mAi(Sy + S57) B + AiSiT AT
+mBi(Sy? + Sy7) A
ﬁ;’j = AiS,i’jAJT + mm; B
7 Ai(Syy + Sy
for k > 2, where :

—=l,m
Zl]\,’mzl Qigm; Py, whenk #0

(25 + S, + 572 B;
1)BJ'T+7TiBi(Sk+1+Sk—1)

5= 8 SEQB uben b0 and iy
0, when k=0 and i # j
. N ]
N L
ij=1

Remark: Note that there are strong similarities between
the equations 8 of theorem 4.2 and equations 5 of theorem
4.1.

Remark: Equations 8 is an infinite set of linear equations
that we solve for the matrices P,”. In particular, these
matrices are the following conditional expectations.

F”tj = WiﬂjE{xnh"Qle,nz—k | dni—1,ne = qi,
Gni—1,ne—k =q;} for k#0

ﬁgz = WiE{xnl,nzxz;l,ng | dni—1,ng = Qz}

Py = 0 fori#j

o= (B

We can again use a recursion similar to that shown in equa-
tion 7 to solve these equations.

S. OPTIMAL OVERLOAD MANAGEMENT
POLICIES

Theorem 4.2 presents a method for computing the covari-
ance, Po, of a node’s state vector as a function of the dropout
process’ transition matrix, Q. Since we take Trace(CPoCT)
to be a measure of the local controller’s performance, these
results provide the required extension of [6] to spatially dis-
tributed control systems. We can now use this result to
formulate and solve a problem to find the Markov chain
that minimizes Trace(C'PoC”) subject to a lower bound &4
on the chain’s average dropout rate. The resulting Markov
chain will then be used to devise an ”optimal” overload man-
agement policy.

To state our problem, we need to consider a specific Markov
chain. In particular, let’s assume the Markov chain has four
states defined as follows:

@1 | day—1,ny =0,dnyn, =0
@2 | dny—1ny =0,dnymy =1
@ | day-1,ny =1,dnyn, =0
g4 | dny—1my =1,dnymy =1

When @¢n, ,n, = gi, then the probability that the next packet
will be dropped on purpose is €;. In other words ¢; is the



probability that the node decided NOT to request data from
its neighbors. The total dropout probability (including the
effect of link failures) will be 1 — (1 —&;)(1 — f) where f is
the link failure rate. With these notational conventions, the
probability transition matrix for the Markov chain becomes,

€1 €2 0 0
0 0 €3 €4

Q = es e 0 O

0 0 er es
er = (I-e)(A-f) ee=c1+f(l-e1)
es = (l—e)(1—f) esa=ca+ f(l—e2)
es = (I—es)(1—f) es=e3+ f(1—e3)
er = (I—e)(1—f) es=ca+ f(1—ca)

The steady state distribution is denoted as m = [m1, 72, 73, 74].

The average dropout rate, € is given by the following equa-
tion

4
g = E TiE4.
=1

As discussed earlier, the network will limit a node’s trans-
mission rate in order to avoid congestion. This limitation
takes the form of a lower bound €4 on the node’s actual
dropout rate. In other words, the network requires that the
node drops packets at least as fast as 4. The overload man-
agement policy used by the node must assure that € > ¢4
and that the dropped packets degrade overall control sys-
tem performance as little as possible. So the optimization
problem we seek to solve has the following formal statement,

Trace(Y.), C’Fé’iC’T)

minimize:

with respect to: €1,e2,€3,€4

subject to: E>eq 9)
T=7Q

=30, m

where Py’ is computed using the equations in theorem 4.2
and ¢4 is a specified constant (i.e. a measure of the through-
put allocated to the local controller).

We considered a specific system to verify the correctness
of our theoretical results. This example is a distributed sys-
tem in which local controllers switch between open-loop and
closed-loop configurations. A closed-loop configuration oc-
curs when dp, n, = 0. This happens when the Markov chain
state, gn, ,ny, €quals g1 or g3. An open-loop configuration oc-
curs when a dropout occurs (i.e. d[n] = 1). This happens
when the Markov chain’s state is either g2 or q4. The system
matrices used in this experiment were,

A— 0.9990  0.0100 B— 0.0005 0
| —0.1999 0.9990 |’ ~ | 0.1000 O |’

~[10 o0 B
C‘{ 0 0.1}’F_B'

When there is no dropout, the control un, n, takes the form

Uniny = KTning — Tning—1 — Tngng+1

—93.2580 —10.4700
0 0
closed-loop system therefore become

where K = } . The dynamics of the

Tnyt1ny = (A+ BK)Tny ny + Bny ,ny,

From this equation we see that the closed-loop distributed
system is really a group of decoupled subsystems. When a
dropout occurs there is no control (i.e. un,,n, = 0) and the
physical coupling between subsystems reasserts itself. So
the system matrices A; and B; that are switched to when
the Markov chain’s state is ¢; are given as follows:

A1 = A3 =A+ BK
Bi = B3=0
Ay = Ay=A
B, = Bs=B

For our particular problem, Matlab’s optimization tool-
box was used to numerically solve the preceding optimiza-
tion problem. In particular, we used the Matlab function
fmincon after a suitable initial condition was identified. These
optimizations were done assuming a link failure rate, f, of
0.3 for €4 between 0.05 and 0.85. The solutions are the
transition probabilities ;. We found that these probabili-
ties took the following form,

£1,0,0,0 &4 < 0.2237
1,0,25,0 0.2237 < g4 < 0.4117
1,22,1,0 04117 < g4 < 0.5833
L1, 1,24 0.5833 < éeq

[e1,62,€3,e4] =

where 1, x2, 23, x4 are determined by the average dropout
rate condition.

The plot in Figure 4 compares the performance under the
?optimal” dropout policy (solid line) and an i.i.d. (indepen-
dently identically distributed) dropout policy (dashed line).
This is the performance computed using our theoretical re-
sults. We plot the log power level (log(TraceE [C'PoC]) as
a function of the transmission rate 1 —e4. We approximated
the infinite distributed system in Figure 1 using a MatLab
SimuLink model consisting of 27 nodes. All of the simu-
lations assumed free boundary conditions. The results for
these simulations are plotted as * and o. We simulated 3
different runs at 6 different dropout rates. In the simula-
tions, we estimated the power by time average taken over
100,000 iterations. The theoretical predictions show that
the optimal policy is indeed better than the i.i.d. policy.
In reviewing the transition probabilities given above, it is
apparent that the optimal policy is a soft (2,3)-policy for
€qa < 0.2237. For throughput allocations above this rate,
however, the structure of the optimal policy changes to al-
low higher dropout rates. The simulation results show close
agreement with the theoretical predictions for a wide range
of dropout rates.

The Markov chains derived in this section form the ba-
sis for an overload management policy that is easily imple-
mented on an embedded processor. In particular, a number
of these ”optimal” Markov chains would be determined for a
range of overload conditions (¢4) and a range of link failure
rates (f). We store these transition probabilities in a table
that is indexed with respect to €4 and f. The overload man-
agement policy used by each node is a concrete instantiation
of the optimal Markov chain whose transition probabilities
are loaded from this table based on 1) the throughput (e4)
that was allocated to the node and 2) based on the link fail-
ure rate (f) that was estimated by the node. What should be
apparent is that the resulting policy is adaptive with respect
to link failure rate and throughput allocation. Moreover,
since these chains are solutions to the optimization problem
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Figure 4: Simulation versus Theoretical Results

in equation 9, we know that this policy degrades application
performance as little as possible. In other words, we have
provable guarantees that this approach makes optimum use
of the throughput allocated to the local controller. The
simulation and theoretical results shown in Figure 4 suggest
that hardware implementations of such policies should also
perform well. This hardware testing, however, remains to
be done.

6. FINAL REMARKS

One approach to sensor-actuator network middleware ad-
vocates the development of software that is application in-
dependent. This approach is meaningful for networks that
must use a wide variety of traffic types in diverse and un-
predictable situations. By their very nature, however, em-
bedded sensor actuator networks are dedicated to a specific
type of application whose traffic patterns are often highly
regular and predictable. By adopting middleware architec-
tures that ignore our prior knowledge of the plant, we are
doomed to under-utilize network resources in support of that
application.

This paper demonstrated another approach to network
middleware in which application specific knowledge can be
used to optimize middleware’s support for the application.
In particular we were able to use a priori knowledge of the
application (in our case a spatially distributed control sys-
tem) to develop overload management policies that provide
provable levels of application performance subject to con-
straints on the network QoS (as measured by packet dropout
rates). The policy developed here is based on a Markov de-
cision process that emerges from solving an optimization
problem in which a priori knowledge of the application’s dy-
namics was incorporated. The resulting policy, we feel, can
be readily realized as a minor variation on existing overload
management schemes, the only real change being that our
decision probabilities are based on formal understanding of
system dynamics, rather than ad hoc reasoning about the
plant.

The preceding discussion focused on sensor-actuator net-
works in the control of spatially distributed systems. This
work, however, is also directly relevant to more traditional
sensor networks. In particular, it is possible to apply these

results to investigate the impact that dropped sensor mea-
surements would have on the performance of a smoother
prediction algorithm used in tracking a vehicle’s trajectory
through the sensor field. In particular, if we were to use
a Kalman filter to smooth sensor measurements in a way
that estimates the vehicle’s trajectory, then a natural ques-
tion concerns the impact that missing or intermittent sen-
sor data has on the Kalman filter’s performance [11]. In
this case the control loop shown in Figure 2 still applies.
However, the controller/plant combination is now just the
equivalent error dynamics for the Kalman filter, the input
disturbance is either sensor or process noise, and the output,
y, becomes the state estimation error. This paper’s results,
therefore, can also be used to characterize the increase in
mean state-estimation error as a function of average sensor
measurement dropout rate. So while the paper’s scope origi-
nally rested in distributed control, the results are relevant to
pure sensor networks relying on optimal mean square error
predictors to track changes in a sensor field.

While this paper’s computational results have restricted
their attention to spatially invariant and 1-d spatial sys-
tems, the analysis could also be extended to 2-d and spatially
varying systems. For example, the orignal system equations
describe a 2-d nearest neighbor system if we introduce an
additional spatial variable n3 and rewrite equation 1 as

Tny+1,ng,n3 = Axnhnzﬂm
+B(xnl,nz*lﬂm + xnl,anrl,ns)
+B(xn1,n2,n3—1 + mnl,ng,ng-ﬁ-l)
+F(un1,n2,n3 + wnl,nmns)

The analysis inherent in theorem 4.2 assumed spatial invari-
ance. While this assumption simplifies the theorem’s proof,
a close examination of the proof reveals that the assumption
is not necessary for characterizing the covariance matrices.
Extending the results in this paper to a spatially varying
system is, of course, computationally intensive, but concep-
tually the extension seems quite straightforward.

To the best of our knowledge, this paper provides one of
the few positive examples in which network QoS was related
to control system performance in a way that directly leads
to practical network protocols. Future work will continue
in this direction, by attempting to use formal systems sci-
ence for the systematic development of embedded network
middleware. Over the immediate future we intend to relax
some of the assumptions inherent in this paper’s develop-
ment, primarily the reliance on spatial shift-invariance and
1-dimensional structures. Over the long term, we intend to
validate the ideas developed in this paper on hardware-in-
the-loop experiments.



7. PROOFS
Proof of Theorem 4.1: Let’s define the matrix

P = E{xnlﬂmxzhnsz}

Because all nodes are identical, Py has no dependence on
either nq or na. We also know that

Tni+lng = Ax"h”Z

+B(xnl,nzfl + xn1,n2+1)
+Fwn; n,

Axnl,ng—k

+B(xn1,n2—k—l + xnl,ng—k+1)
+FWn, ng—k

Tni+1,n0—k

We can now expand out P}, as

Pk = E{x"1+1,n2x£1+1,n2—k}
A(Prs1+ Pi1)B" + B(Pry1 + Pr_1) A"
+APLAT + B(Py + P2 + Pry2)B" + Ry

where R, = 0if k # 0 and Ro = R ( R is the covariance
of the noise process w). The above equation is the third
equation in the theorem (k > 2). We use a similar procedure
to get the other two equations in the theorem. e

Proof of Theorem 4.2: Note that if ¢n, n, = ¢ and
Gn,,na—k = G5, then the states at time n1 + 1 can be written
as

Lny+1,n2 Aixnhnz

+B“i(xnl,nz*l + xn1»n2+1)

+Fwn, ny

Tni+1l,ne—k — ijnl,ng—k
+Bj(xn1,n2*k*1 + xn1»n2*k+1)
“V‘Fwnl,nsz (10)

Here, when ¢n, n, = qi, we denote A(gn, n,) and B(gn; ny)
as A; and B; respectively.

So we can use this to write out for k > 2,

FZJ = WinE{merl,nzx;{lJrl,nsz | @nyne = @i,

ny,no—k = Qj}

= ﬂ—iijiE{xnl,nzle,nsz | Gnyny = @,
Gy ina—k = GG YA;

+ ﬂ—iiji(E{mnl,n2m£1,n2—k—1 | Gnino = @i,
Gnimna—k = @i}
+E{xm»nzmaﬂm—k-&-l | Gnino = @i,
Gnyina—k = 45 })B;

+ ﬂ—iiji(E{xnlle*lxglﬂm—k | ¢ny o = Gis
Gnina—k = @i}
+E{xnlvn2+1x51,n2—k | Gnino = @i,
Gy na—k = G })AT

+ WinBi(E{x"1le*lxgl,nQ—k—l | dnq,ne = {qi,
Gnina—k = @i}
+E{xnl»712*11'51,7@—16-"-1 | qny,ny = i,
Gnina—k = @i}
+E{xnlv"2+1x51,n2—k—l | qni,ny = 4i,
Gnina—k = @i}
+E{xnlv"2+1x51,n2—k+l | qny,ny = Qi

Gnyma—k = ¢ })B]

There are nine conditional expectations in the above equa-
tion. The first expectation can be simplified as follows,

g E{ T | —
QT TnynoLng,ng—klqni,ny = 4i,

Qnyno—k = @G}
N

_ ) T _
= ey {xnl,mxnl,nsz | Gnyne = @i,

l,m=1
Qnyna—k = @G, qni—1,n = Qi Qny—1,np—k = Gm}
P(gny—1,ny = ql;9ny—1,ne—k = Qm |

nyi,ny = iy qny,no—k = qj)

N
_ . D) T _
= T {xnl,nzxnl,ng—k | Gny—1,n0 = @,

l,m=1
dni—1,no—k = Qm}P(infl,nz =q | dny,ne = QZ) .
P(gn,~1,n5—k = @m | Gnyno—k = G5)

N
—=l,m iqli
= 71'1'71']'5 E Pk —qquz
T35

=1 I,m

=1 m=1

N
Q1iGm; Pi,m (L)

The second expectation can be simplified as shown below.
The third, fourth, and seventh expectations have similar






